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Abstract. We discuss the excess noise contributions of a practical balanced
homodyne detector (BHD) in Gaussian-modulated coherent-state (GMCS)
quantum key distribution (QKD). We point out that the key generated from
the original realistic model of GMCS QKD may not be secure. In our refined
realistic model, we take into account excess noise due to the finite bandwidth
of the homodyne detector and the fluctuation of the local oscillator (LO). A
high-speed BHD suitable for GMCS QKD in the telecommunication wavelength
region is built and experimentally tested. The 3 dB bandwidth of the BHD is
found to be 104 MHz and its electronic noise level is 13 dB below the shot noise
at an LO level of 8.5 x 10® photons per pulse. The secure key rate of a GMCS
QKD experiment with this homodyne detector is expected to reach Mbitss~!
over a few kilometers.

4 Author to whom any correspondence should be addressed.

New Journal of Physics 13 (2011) 013003
1367-2630/11/013003+18$33.00 © IOP Publishing Ltd and Deutsche Physikalische Gesellschaft


mailto:l.qian@utoronto.ca
http://www.njp.org/

2 I0P Institute of Physics () DEUTSCHE PHYSIKALISCHE GESELLSCHAFT

Contents
1. Introduction 2
2. Gaussian-modulated coherent-state protocol 4

3. Excess noise contributed by the balanced homodyne detector in a GMCS

quantum Kkey distribution 6
3.1. BHDelectronicnoise . . . . . . . . .. . e 6
3.2. Excess noise due to electrical pulse overlap . . . . . ... ... ... ... .. 6
3.3. Excess noise contributed by local oscillator fluctuations . . . . . ... ... .. 7
4. Construction and performance 9
4.1. Schematic representation . . . . . . . . . ... L0 e e 9
4.2, Linearity . . . . . . . . e e e e 10
43. BHDbandwidth . . . . . .. . ... 11
4.4. Homodyne detector noise measurement in the time domain . . . . . . .. . .. 12
4.5. Common mode rejection ratio . . . . . . . . ... .o e e 14
4.6. Excess noise evaluation and key rate simulation for a GMCS QKD experiment . 14
S. Conclusion 15
Acknowledgments 17
References 17

1. Introduction

Quantum key distribution (QKD) based on Gaussian-modulated coherent-state (GMCS)
protocol has attracted much attention [1]-[7]. Comparing with the BB84 QKD, the GMCS
QKD presents several advantages. The coherent state required by GMCS QKD can be produced
easily by a practical laser source, while the perfect single-photon source required by BB84
QKD is hard to obtain. Although improved BB84 protocols (such as decoy protocols [8]-[11])
are compatible with coherent laser sources, they do require single-photon detectors, which are
expensive and have low efficiency. The homodyne detector in the GMCS QKD, on the other
hand, can be constructed using high-efficiency PIN photodiodes [3]. The GMCS QKD also
has the advantage of transmitting multiple bits per symbol [1, 12]. The security of the GMCS
QKD was first proven against individual attacks with direct [13] or reverse [1, 14] reconciliation
schemes. Security proofs were then given against general individual attacks [14] and general
collective attacks [15]-[17]. To date, three groups have independently claimed that they have
proved the unconditional security of GMCS QKD [18]—[20]. The secure key rate per pulse is
the same in the three proofs.

Fiber-based GMCS QKD systems over a practical distance are challenging and only a
few groups have demonstrated QKD experiments over tens of kilometers [6, 15, 21, 22].
Current repetition rates used in those GMCS QKD experiments are below 1 MHz, which in
turn makes the GMCS QKD less competitive than the single-photon BB84 QKD operating at
GHz repetition rates [24, 25]. The repetition rate of GMCS QKD is limited by a few factors:
(i) the speed of the homodyne detector [6], (ii) the speed of the data acquisition system and
(iii) the speed of the classical data processing algorithm [3]. The speed of data acquisition and
classical data processing can be increased by hardware engineering and are not fundamental
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limits in GMCS QKD. In this paper, we mostly focus on increasing the homodyne detector
speed and analyzing various excess noise contributions introduced by a practical homodyne
detector.

The balanced homodyne detection used in quantum measurement, proposed by Yuen and
Chan [26], plays an important role in quantum optics [27]-[29] and quantum cryptography
[1, 3, 6, 15, 22, 23]. In a balanced homodyne detector (BHD), the signal to be measured is
mixed with a local oscillator (LO) at a beam splitter. The interference signals from the two
output ports of the beam splitter are sent to two photodiodes followed by a subtraction operation,
and then amplification may be applied. The output of a BHD can be made to be proportional
to either the amplitude quadrature or the phase quadrature of the input signal depending on
the relative phase between the signal and the LO. The output of the BHD can be captured in
either frequency [30] or time domains [31]—-[34]. For GMCS QKD, measurement in the time
domain that is capable of resolving each individual pulse (representing a weak coherent state)
is required in order to extract random key information [1]. This pulse-resolving requirement
demands that the bandwidth of the detection system be significantly higher than the repetition
rate of the QKD operation, which highlights the importance of developing high-bandwidth
BHDs. Only very recently, high-speed InGaAs BHDs have been developed and used in quantum
measurements [35].

In this paper, we develop a broadband BHD suitable for GMCS QKD operating at a
repetition rate of tens of MHz. To predict its performance in GMCS QKD, we first analyze
the excess noise contributed by this practical BHD. In the GMCS QKD, excess noise is defined
in units of shot noise and includes all noises due to system imperfections and eavesdropping,
which are above and beyond the vacuum noise associated with channel loss and losses in Bob’s
system. It determines the maximum amount of information that could be obtained by Eve. In
the original realistic model (ORM) proposed in previous GMCS QKD literature [1, 6, 15], the
excess noise contributed by a BHD is the electronic noise of the BHD. This model does not
consider the excess noise that originates from other imperfections in a practical BHD and is
not conservative enough in estimating the information possibly leaked to Eve. In this paper, we
refine the ORM that has been widely adopted to calculate key rates for practical GMCS QKD
systems and identify two new noise sources of a practical homodyne detector: (i) the excess
noise caused by the BHD electrical pulse overlap at the BHD output and (ii) the excess noise
caused by LO fluctuation. Both of these noise contributions can be taken advantage of by Eve if
they are not quantified. For example, Eve can control the arrival time of the signal and LO pulses,
or change the LO intensity, to obtain partial information on the key. Under the refined realistic
model (RRM), we quantify the various excess noise contributions from the broadband BHD we
constructed. Based on our simulation using the experimentally determined excess noise of the
BHD, secure GMCS QKD key rates using this BHD are predicted to reach Mbitss~! over a few
kilometers.

This paper is organized as follows. In section 2, we revisit GMCS QKD protocol, identify
two new excess noise sources, and introduce the key generation rate formulae based on the
RRM. In section 3, we analyze the excess noise contribution of a practical BHD. In section 4, we
discuss practical issues in building a high-speed BHD, including different temporal responses
of two photodiodes, appropriate pulse duration and the BHD linearity and construction of a
high-speed HD in GMCS QKD. In section 5, we will report the performance of the BHD and
predict the key rates by simulation.
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2. Gaussian-modulated coherent-state protocol

The basic GMCS QKD protocol is as follows. Alice generates two random sets of continuous
variables x and p with a Gaussian distribution that has a zero average. Alice then encodes
random bits (key information) by modulating the amplitude quadrature (x) and the phase
quadrature (p) of weak coherent states |x +ip) (typically less than 100 photons in each pulse)
with her Gaussian-distributed random variable sets {x, p}. On the receiver’s side, Bob measures
either the x or p quadrature of the weak coherent states randomly using homodyne detection.
By repeating this procedure multiple times, Alice shares a set of correlated Gaussian variables
(called the ‘raw key’) with Bob. By comparing a random sample of their raw key, they can
evaluate parameters of QKD and the upper bound on Eve’s information. Finally, they can
generate a secure key by performing reconciliation.

In the presence of individual attacks, one can estimate the information leaked to Eve from
the amount of quadrature noise observed by Bob in excess of the standard quantum limit [1]. The
most conservative estimation (the general model) assumes that all the excess noise is introduced
by eavesdropping, whereas the ORM assumes that Eve cannot control the LO or take advantage
of the excess noise generated within Bob’s system [1]. In the ORM, the excess noise has several
contributions:

(1) Noise due to imperfection outside Bob’s system, denoted by e4. This part of the noise can
be controlled by Eve.

(i1) Noise from Bob’s system that is uncontrollable by Eve, called Ng,y.

In [3, 15], (i1) refers to the homodyne detector noise (Npom), While in [6, 21], it consists of both
homodyne detector noise (NVyom) and the noise associated with the photon leakage from the LO
to the signal (Neak). In previous papers [3, 6, 15, 21], Nyom is regarded to consist of only the
electronic noise (i.e. Npom = Nee). In this paper, we refine this realistic model and consider
other imperfections of a practical BHD, and conclude that excess noise caused by a practical
BHD (Nyom) could be divided into three parts: (i) electronic noise (N ), (ii) noise introduced
by electrical pulse overlap due to the finite response time of the BHD (goyerqp) and (iii) noise
due to LO fluctuation in the presence of incomplete subtraction of a BHD (Ny o).

In [41], the need to monitor the intensity of the LO for security proofs in discrete QKD
protocols embedded in continuous variables has been discussed. Here, we assume that in
a GMCS QKD experiment, Alice and Bob can monitor LO and discard pulses with large
intensity changes in LO; however, there is always a small measurement error due to imperfect
measurement instruments. Consequently, Eve can take advantage of small LO fluctuations.
Therefore, in this RRM, &gye1ap and Nio generated by the BHD, as well as Ny, associated
with leakage LO photons, are all considered controllable by Eve. N, is caused by imperfect
subtraction of BHD in the presence of LO intensity fluctuations, while N, is due to the
interference between the leakage photons and LO photons.

Following an approach similar to that in [1], we will now present the GMCS QKD key rate
formulae based on the RRM. The mutual information between Alice and Bob /43 is determined
by the Shannon entropy [36]. According to [1, 3],

I —_%logz[(V +x)/(1+x)1, (D
where
1—nG 2)
= Xyac+ &= +&.
X=X nG
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Figure 1. Various noise terms in the ORM and RRM.

In equation (1), V = V, + 1 is the quadrature variance of the coherent state prepared by Alice
(1 is the shot noise of a coherent state) and V, is Alice’s modulation variance (variance of the
x or p quadratures modulated by Alice). In equations (1) and (2), x is the equivalent noise
measured at the input®, which is composed of the ‘vacuum noise’ x.. (noise associated with
the channel loss and detection efficiency of Bob’s system) and ‘excess noise’ ¢ (noise due to the
imperfections in a non-ideal QKD system). G 1is the channel efficiency (transmission), and 7 is
the total efficiency of Bob’s device (optical loss and detector efficiency).

We will now discuss the key rate formulae for the case of the RRM, which we defined
earlier in this section. Under the RRM, the noise that can in principle be controlled by Eve (¢g)
includes: (i) €4 due to imperfections outside Bob’s system; (ii) £oyeriap introduced by electrical
pulse overlap due to the finite response time of the BHD; (iii) N o due to LO fluctuations in the
presence of incomplete subtraction of a BHD and (iv) N associated with the leakage from
LO to signal. The excess noise that is out of Eve’s control (Ngp) is the electronic noise from
the homodyne detector (Ne). Therefore, the total excess noise ¢ can be written as [1]

& =¢eg+ Nop/nG, (3)

where &g = €A + Eovertap + NL.o/NG + Niew /NG and Npop = Neje. €a and Eqyeriqp are referring to
the input. Npo, Nk and N are measured at the output. Noises measured at the output can
be divided by nG when converted to the input. Figure 1 summarizes the various noise terms
considered in the ORM and the RRM. N, is mostly determined by the design of the QKD
system rather than by the BHD. Since our main goal is to study the excess noises contributed
by the BHD, we simply assume N, = 0 in this paper.

From equations (2) and (3), the equivalent input noise is
_120G o Mo @)
nG nG

With a reverse reconciliation scheme, the mutual information shared by Bob and Eve under
RRM is

X

S

IBE =-1o

NGVa+1+nGe
> f25) .

n/(1—G+Geg+GV-")+1—n+ Npe

Equation (5) has the same form as that of the ORM, except that € in the original model includes
only the €, term.

3> Although noise can have different origins and occur at various locations along the system, for the calculation
expressed by equation (1), all noises are referring to the input. Therefore, noise added by a component at a particular
point in the system is scaled according to the gain/loss of the channel up to that point.
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If a reverse reconciliation algorithm [1] is adopted, the secure key rate per pulse is
Al = Blag — InE, (6)

where 8 is the reconciliation efficiency (8 < 1). In real QKD systems, $ is 0.9 in [22] and 0.898
in [15]. If the laser repetition rate of the QKD experiment is R Hz, the secure key per second
can be written as

AIsecond - (:BIAB - IBE) x R. (7)

3. Excess noise contributed by the balanced homodyne detector in a GMCS quantum
key distribution

As previously stated, excess noise represents the amount of information that could possibly be
leaked to Eve in a GMCS QKD system and is important in estimating the amount of secure
information.

In this section, we will evaluate various sources of the excess noise for a practical BHD.

3.1. BHD electronic noise

Electronic noise N of a BHD is mainly contributed by the thermal noise of the electronic
components and the amplifier [37]. Since the shot noise scales with LO power and electronic
noise is independent of the LO power [38], by measuring the BHD noise as a function of the
LO power when vacuum is sent to the signal port, we can quantify the electronic noise in units
of shot noise. Electronic noise in a BHD has been discussed in [39].

3.2. Excess noise due to electrical pulse overlap

Ideally, the secure key rate of a GMCS QKD system is proportional to its operation rate.
However, in practice, the BHD has a finite bandwidth. As the laser pulse repetition rate
approaches the bandwidth of the BHD, we will expect a non-negligible overlap between
adjacent electrical pulses at the output of the BHD. If the electrical pulses have overlap in the
time domain, the measured quadrature value contains contributions from adjacent pulses.

We will estimate the amount of excess noise contributed by the electrical pulse overlap.
The exact relation between the electrical pulse width t and the BHD bandwidth B depends on
the electrical pulse shape. We have experimentally found that the relation T ~ 1/B is applicable
to our homodyne detector. In this case, we can estimate the overla? by writing the following
functions for two consecutive pulses: (a) e~¢~1/®%/27" and (b) e~ /2", where R is the laser
repetition rate and t is the Gaussian pulse width. If the quadrature value is determined by the
peak of the measured electrical pulse, the contribution of pulse (a) to pulse (b) is e B 2R Since
each pulse has two adjacent pulses, the excess noise contributed by the electrical pulses overlap
(referring to the input) is

Eoverlap = 2V x (e_BZ/ZRz)Z = 2(VA + 1) X e_BZ/RZ’ (8)

where V, is Alice’s modulation. We remark that the excess noise due to the overlap between
adjacent pulses could be further reduced by deconvolution [34].

By decreasing this repetition rate, we can reduce the excess noise caused by the overlap.
However, the GMCS QKD key rate per second will be reduced too. In figure 2, we simulate the
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Figure 5. Photodiode linearity test. The peak photocurrent as a function of the
input photon number in each pulse, with (a) ~1 ps width laser as a source and
(b) 50 ns width laser as a source, is displayed.

is amplified. To avoid disturbances from the environment, we used an enclosure to isolate the
system of figure 4(a).

In the electronic circuit shown in figure 4(b), two InGaAs photodiodes from Thorlabs
(FGA0O4, 2 GHz bandwidth, quantum efficiencies: 90 and 93%) are reversely biased. The
differential signal is amplified by two OPA847 operational amplifiers. The whole BHD circuit
is built on a custom-designed printed circuit board. To minimize the parasitic capacitance, two
photodiodes with short electrical contact legs are placed very close to each other.

4.2. Linearity

In GMCS QKD, continuous Gaussian random numbers encoded on each pulse by Alice have to
be recovered by the balanced homodyne detection on Bob’s side. To ensure that the BHD output
is proportional to the electric field quadrature of each pulse, the linearity of the BHD has to be
guaranteed. In practice, the photodiode and electronic amplifiers can both have nonlinearities.
A proper pulse width should be carefully chosen to guarantee that the photodiodes are working
in their linear regions. In the test of the photodiode linearity, we send pulsed light to only one
photodiode while blocking the other one. At a laser repetition rate of 10 MHz, we measure the
output photocurrent generated by the photodiode (before it goes to the electronic amplifiers)
at different incident optical powers using an oscilloscope. In figure 5, we compare the output
electrical pulse peak current when (a) ~1 ps or (b) 50 ns laser pulse duration is used. We can see
from figure 5(a) that the photodiodes saturate at a lower optical input photon number per pulse
than that of (b). The difference in the saturation behavior of the two photodiodes (figure 5(a))
also leads to poorer matching of the photodiode responses when picosecond pulses are used,
as compared to nanosecond pulses (figure 5(b)). In fact, the high peak power of the ~1 ps
pulse (~18 W) saturates the photodiodes. In the case of 50 ns pulse as a source (figure 5(b)),
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Figure 6. (a) Electronic amplifier linearity test circuit. (b) Output electrical pulse
peak voltage as a function of input electrical current.

photodiodes are working in their linear regions (4% deviation) up to 10° photons per
pulse.

The linearity test of the electronic amplifiers is shown in figure 6. By sending positive
or negative electrical pulses (50 ns width, 10 MHz repetition rate) to the amplifiers shown in
figure 6(a), we measure the output electrical pulse peak voltage as a function of the input current.
The trans-impedance gain is measured to be 22kV A~! in figure 6(b). The trans-impedance
gains for the positive and negative pulses are almost equal, with less than 1% deviation from
their linear fits.

4.3. BHD bandwidth

We first characterize the bandwidth of our BHD by sending a CW LO. In this case, the residual
signal caused by different temporal responses of the photodiodes can be eliminated by adjusting
the loss in one arm (figure 4(a)). Using an RF spectrum analyzer, the frequency spectrum of the
BHD electronic output is measured and shown in figure 7. The trace (a) is the electronic noise
and is measured when no optical signal is sent to the BHD. We can see that the 3 dB bandwidth
of the BHD is 104 MHz. Trace (b) is measured when 6.64 mW CW LO is sent to the BHD.
The noise includes electronic noise and shot noise. A noise spike ~8 dB at low frequency is
visible in the plots. This low-frequency noise can be contributed by the imperfect cancellation
due to finite CMRR of the relaxation oscillation carried by LO. Another contribution to the low-
frequency noise is the 1/f noise common to all electric circuits. The latter is seen on both curves
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Figure 7. (a) Electronic noise and (b) BHD noise at an LO of 6.44 mW.

in figure 7. These very-low-frequency components are filtered out in practical applications of
the BHD, and therefore they are not considered by the model.

4.4. Homodyne detector noise measurement in the time domain

In GMCS QKD, each pulse is measured individually. To show that our BHD is suitable for
QKD implementations, in the time domain, we first performed HD noise measurement at a pulse
repetition rate of 10 MHz and obtained 12 dB shot noise to electronic noise ratio at an LO photon
level of 8.2 x 103. We further increased the repetition rate to 32 MHz and will demonstrate our
results here.

With a 16 ns width pulsed LO (5 ns edge time) at a repetition rate of 32 MHz, the total
noise of each pulse is obtained by integrating the BHD output voltage over the pulse region.
With an oscilloscope sampling rate of 20 G sampless~! and an integration time window of
20ns in each cycle, each pulse quadrature is obtained from 400 sample points. Noise variance
is obtained from 640 pulses. Figure 8 shows the BHD noise variance as a function of the LO
photon number per pulse. The measured homodyne detector noise includes: (i) electronic noise
Neie, (i1) shot noise and (iii) noise associated with LO fluctuations Ny o. The square variances of
the shot noise and Ny depend on the LO power linearly and quadratically, respectively. Note
that &oyeriap 18 neglected since it is much less than the shot noise when the signal is vacuum.
We distinguish the three types of noise by separating the quadratic LO-dependent (N ), the
linear LO-dependent (shot noise) and LO-independent (N,.) components of the BHD output
signal. From the experimental results, the total variance of the BHD output signal (in V?)
can be written as y = 8.0 x 1072 - I2,+7.0 x 107'°. [; 5+ 0.028, where I is the LO photon
number per pulse. The coefficient of determination is 0.999%. The electronic noise N, (in shot
noise units) can be determined from the ratio between the third and second terms, which is
4.0x107 /I o. We find that the shot noise to electronic noise ratio is 13 dB at an LO photon level

6 If the measured HD noise is represented by y’(i) and the fitting noise is represented by y(i), where i is the index
for each LO level, the coefficient of determination is determined by 1 — (Zl ') =y I/ 1y () — 5)/]2).
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Figure 8. Total noise of the BHD as a function of the LO photon number per
pulse.

of 8.5 x 10® per pulse. Similarly, N (in shot noise units) can be determined from the ratio of
the first and second terms, which is 1.1 x 10719 x [; 5.

As a simple check of the randomness of the noise, we measure the correlation coefficient
(CC) between adjacent sampling results. CC is defined as

EX(m)Xn+1)—EXMmM)EXn+1))

CC= ,
VEX (1)) — EX(X(n)/E(X(n+1)2) — E2(X(n+1))

(13)

where X (n) is the quadrature value of the nth pulse, and E(X) represents the expectation value
of X. At 3.4x10% LO photons per pulse, the CC between consecutive pulses is 0.051, which
is comparable with other BHDs reported in [42] (0.04) and [43] (0.07). We can use the CC
to determine the upper bound of the excess noise caused by electrical pulse overlap &qyeriap. In
GMCS QKD, with the quadrature variance of the coherent state prepared by Alice, denoted
by V, the excess noise due to the overlap between pulses will be V x CC? = (V, + 1) x CC?
(referring to the input).” Assuming Alice’s modulation V, = 16.9 [6] and that each pulse has
two neighboring pulses, we derive the excess noise caused by BHD pulse overlap to be 0.044
referring to the input.

7 Assuming that we have a long sequence of pulse quadrature values X, measured by a BHD, if
we consider that X, is contributed by the (n— 1)th, nth and (n+1)th pulses, we can write the pulse
quadrature to be X, =W,+aW,_;+aW,,; (a is a small number). The CC between consecutive pulses
is CC = EX,Xp11) — EX)EX,41)/ E(X}L)—EZ(X,I)\/E(Xﬁﬂ)—EZ(Xn+]). If we assume E(W,) =
0, E(W,W,4,) =0 (only consecutive pulse values have a non-zero expectation), CC = a. In GMCS QKD, the
variance of Bob’s measurement of individual pulses will be contributed by the variances of its adjacent pulses.
With the quadrature modulation of the coherent state prepared by Alice V, the excess noise due to the overlap
between pulses &oyerlap referring to the input will be V' x CC2.
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Figure 9. Noise spectrum at an LO power of 24.6 W when (a) one photodiode
is blocked or (b) both photodiodes are illuminated. Resolution bandwidth =
100 kHz.

4.5. Common mode rejection ratio

To quantify the subtraction capability of the BHD, we measure the generalized CMRR. In
the frequency domain, we obtain the CMRR by measuring the spectral power difference at
the repetition rate of 32 MHz in two cases: (a) one photodiode is blocked and the other is
illuminated, (b) both photodiodes are illuminated. To avoid saturation in case (a), the LO
intensity was reduced to a very low level (24.6 uW). The spectral noise for both cases is shown
in figure 9. The CMRR is obtained to be 46.0 dB.

4.6. Excess noise evaluation and key rate simulation for a GMCS QKD experiment

Under this RRM, we identify new excess noise sources of a practical BHD. Various sources
of excess noise contributed by this BHD are summarized in table 1. Given this practical BHD,
we can also optimize operation parameters based on the RRM. In figure 10, we simulate the
key rate per pulse as a function of the LO level. The key rate under the RRM will reach the
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Table 1. Excess noise contributions by the BHD (in the shot noise unit).
I o indicates the LO photon number per pulse.

Referring to the input  Referring to the output

Nele 4.0 x 107/(17G1L0) 4.0 x 107/IL0
Eoverlap 0.044 0.044 x nG
Mo 1.1x 1079 L o/nG 1.1x10719. 119

0.16

g
i
S

°

S

N
T

©
=

0.08

0.06

Key rate (bit/pulse)

0.04

0.02

o 1 2 3 4 5 6 7 8
LO photons/pulse « 10°
Figure 10. Optimization of LO photon number under the RRM. The simulation

parameters are from table 1 and [6], G = 0.758, V5, = 16.9,n = 0.44, ¢ = 0.056
and B = 0.898.

maximum at an LO photon number of 1.3 x 10® per pulse, because there is a tradeoff between
Ny (increasing with the LO level) and N (decreasing with the LO level relatively to the shot
noise).

In figure 11, we simulate the secure key rate of GMCS QKD using this BHD under the
RRM by choosing the optimal LO level for each transmission distance. With this high-speed
BHD allowing a repetition rate of tens of MHz, the secure key generation rate of GMCS QKD
can be improved by one to two orders of magnitude compared to current systems operating at
a 500 kHz repetition rate in [15] (with a key rate of 2kbitss~' over 25 km fiber) and in [22]
(with a key rate of 8 kbitss~! over 3 dB loss channel), and at 100 kHz in reference [21] (with a
key rate of 5 kbits s~ over 20 km fiber). From the key rate simulation in figure 11, we expect to
achieve a few Mbits s~! over a short distance in future GMCS QKD under the RRM.

5. Conclusion

In conclusion, we have analyzed the excess noise contributed by a practical BHD and refined the
realistic model. The electronic noise N, the excess noise due to electrical pulse overlap &qyeriap
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Table 2. A comparison between high-speed BHDs.
[42] [43] [44] Our BHD

Wavelength (nm) 1064 800 786 1550
Bandwidth (MHz) ~250 ~70 =82 ~100
CMRR (dB) 45 61.8 42 46.0
Shot-noise-to-electronic-noise ratio (dB) 7.5 12 - 13

Key rate (bit/s)

0 5 10 15 20
Distance (km)

Figure 11. QKD secure key rate under the RRM as a function of the transmission
distance when the repetition rate is 32 MHz based on the performance of our
BHD. The simulation parameters are from table 1 and [6], VA = 16.9, n = 0.44,
ea = 0.056, and B = 0.898. Fiber loss is 0.21 dB km~!. For each distance, the
LO level is chosen to maximize the secure key rate. No secure key rate can be
generated beyond 20 km due to the excess noise.

and the excess noise caused by LO fluctuations in the presence of incomplete subtraction Ny
are three excess noise sources for a practical BHD. We remark that in the ORM, N0, €overlap
and N, are not characterized. Depending on the actual calibration process of the BHD, Alice
and Bob following the ORM may either overestimate or underestimate the intrinsic noise of the
BHD itself, which in turn will either introduce potential loopholes or lower the secure key rate.
Implementing attacks with current technology to GMCS QKD will be an interesting research
direction to explore.

We also developed a high-speed BHD with a 104 MHz bandwidth in the telecommunica-
tion wavelength region. A comparison of the specifications between our BHD and other high-
speed BHDs is shown in table 2. We achieved a shot-noise-to-electronic-noise ratio of 13 dB in
the time domain at a pulse repetition rate of 32 MHz. The BHD has a high CMRR of 46.0 dB.
Various sources of excess noise introduced by this practical BHD are identified, and their
contributions to the excess noise are evaluated. Based on our experimental characterization of
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the BHD, we have shown for the first time that the key generation rate of GMCS QKD experi-
ments using such a BHD is expected to reach a few Mbits s~! under the RRM. This represents

more than an order of magnitude improvement over the key rate achievable with existing GMCS
QKD systems.
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